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What is the Open Science Grid?

The OSG consortium of research collaborations, campuses, national laboratories, and software providers
is dedicated to the advancement of all open science via the practice of distributed High Throughput
Computing (dHTC), and to the advancement of its state of the art.

What is the Open Science Pool?

The OSPool provides researchers with fair-share access to computing and data capacity
powered by distributed high-throughput computing (dHTC) technologies.

e Open for any scientist or group, of all disciplines, doing open science in the US.

o Built to run independent computations on a massive scale.

e The OSPool is built from resources contributed by university campuses, government-supported
supercomputing facilities and research collaborations

o Resources are assigned on a fair-share basis at no cost to researchers; no allocation process is
required.

How do I get started on submitting to the Open Science Pool / to the Open Science Grid (OSG)?

a. Registering for an Account on OSG Connect
i. Visit the OSG Connect Website
ii. Click the Sign-Up Button
iii. Read and Accept the Acceptable Use Policy to access the main sign on page
iv. The main log in screen will prompt you to sign in via your primary institutional
affiliation. You'll be directed to a discovery service which asks you what your
home institution is
v. Locate your institution in the list, or type its name to find matches.
1. Institution: Florida International University
a. Ensure that the institution selected is the institution that you
would like to associate your OSG account with
vi. After selecting your institution in the discovery service, you'll be taken to your
own institution's local sign-in screen.
1. You will be redirected to FIU’s Division of Information Technology
Log-In Screen
vii. Sign in using your FIU credentials
viii. You will automatically be returned to the OSG Connect Portal to complete the
final steps of the sign up.
1. Unix Username:
a.  Will be the username associated with your account
b. This username is an identifier
i. Recommended: Make your Unix Username the same as
your FIU Username followed by an Underscore
2. Phone Number:
a. Contact Phone Number
3. Institution:
a. Should be automatically filled in
i. Ifnot: “Florida International University”

4, Email:


https://opensciencegrid.org/
https://htcondor.readthedocs.io/en/latest/overview/high-throughput-computing-requirements.html
https://opensciencegrid.org/services/open_science_pool.html#what-types-of-work-run-well-on-the-ospool
https://osgconnect.net/
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a. Should be automatically filled in
I. If not, type in your FIU email
1. Format: roary123@fiu.edu
a. Replace roary123 with your
corresponding username

5. Please include a brief reason, describing your interests in joining OSG

a. Write a few sentences that describe what project you will be
working on and what your intentions are in joining the Open
Science Grid

b. Include information such as:

I. If you are joining a project that is already registered with
0OSG

ii. Or if you are the first individual from your research
group to join OSG.

iX. You will be redirected to your OSG Profile page

1.

If successfully submitted, on the right-hand side you should see
membership: “Pending”

b. Orientation Meeting
i. Once you have successfully applied to join OSG Connect, a support team
member will contact you to arrange an orientation meeting.
1. This meeting normally takes anywhere from 20-30 minutes

2.

In the meeting you will discuss

a. What is your project
What your intentions are in joining the OSG?
How will your work fit on the OSG?
How to get started working on OSG and submitting jobs
Tuesday Office Hours and Specialized Training Offered by OSG
In addition to any questions that you might have about using
0SG

—~®o00T

ii. When the team member reaches out, if you are the first member of your research
group joining to use the OSG through OSG Connect you may be asked to
provide the following information

1.

ok own

7.

Project Name
P1 (Principal Investigator) Name
P1 (Principal Investigator) Email
PI (Principal Investigator) Organization
Pl (Principal Investigator) Department
Field of Science:
a. Selected from https://osp.unm.edu/pi-resources/nsf-research-
classifications.html
Project Description
a. Few sentences describing the project you are researching for

iii. Based on this information, OSG Connect support staff will either create a project
and add you to it, or add you to an existing project when your account is
approved.


mailto:roary123@fiu.edu
https://osp.unm.edu/pi-resources/nsf-research-classifications.html
https://osp.unm.edu/pi-resources/nsf-research-classifications.html
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iv. If you are not the principal investigator, OSG will be in contact with the PI of the
project. The PI of the project will have to confirm your position in the project and
then OSG will proceed in activating your membership.

c. Generate and Add an SSH Key
i. Once your account is created and you are approved, you will need to generate
and upload an SSH key to your profile — steps provided below.
1. This key will be duplicated on the OSG Connect login node so that
you're able to log in there and submit jobs.
ii. Generate SSH Keys
1. Unix Systems — Linux, Mac and some of the latest versions of Windows

a.
b.

C.

f.

Open a terminal on your local computer
Run the following commands
i. $ mkdir ~/.ssh
ii. $chmod 700 ~/.ssh
iii. $ssh-keygen -t rsa
For the newer OS versions, the .ssh directory is already created
and the first command is redundant. The last command will
produce a prompt similar to:
i. Generating public/private rsa key pair.
ii. Enter file in which to save the key
(/home/<local_user_name>/.ssh/id_rsa):
Unless you want to change the location of the key, continue by
pressing enter. Now you will be asked for a passphrase. Enter a
passphrase that you will be able to remember and which is
secure:
i. Enter passphrase (empty for no passphrase):
ii. Enter same passphrase again:
If successfully created, the output should resemble
i. Your identification has been saved in
/home/<local_user_name>/.ssh/id_rsa.
ii. Your public key has been saved in
/home/<local_user_name>/.ssh/id_rsa.pub.
iii.  The key fingerprint is:
iv. ..
The part you want to upload is the content of the .pub file
(~/.ssh/id_rsa.pub)

2. Windows, Using Putty

a.

oo

(1) Open PuTTYgen

i. Download can be found here
(2) For type of key to generate, select RSA or SSH-2 RSA
(3) Click Generate
(4) When the progress bar is full, PuTTYgen generates your
keypair
(5) Type a passphrase in the "Key passphrase™ field. Type the
same passphrase in the "Confirm passphrase” field. You can use
a key without a passphrase, but this is not recommended.


https://www.ssh.com/academy/ssh-keys
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
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f.  (6) Click the "Save private key" button to save the private key.
You must save the private key. You will need it to connect to
your machine.

0. (7) Right-click in the text field labeled "Public key for pasting
into OpenSSH authorized_keys file" and choose Select All.

h. (8) Right-click again in the same text field and choose Copy.

? PuTTY Key Generator ? @

File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file: 7

sshisa

AAAAB3NzaC lyc2EAAAABJQAAAQEAXHIOme 3afzsSIREpy 1KK/hhu TJEQvEKAICaRJ
kn5nyNr/c TsojmOiPhP TwJsnLnL

+98aE3KYgWBScpd309KcDIE1EBzzIt6Yuj TdyMS4SX11WOcXd0HYnYDtzpOdqFk 4f
hYw7PCHoiuWEkb5tdA719FSWK1/eGH2JBZ2eJ68P6sjPpR3JOmgyjZyNSNNrHLATI

mi»

1

Key fingerprint: ssh+sa 2048 7a:9¢:94:4df4:a3:14.d8fc be:21:92:6c.dd:4c:8a
Key comment: rsakey-20190826
Key passphrase: ooy 5

Corfirm passphrase: eeesssee

Actions

Generate a public/private key pair 3 Generate

Load an existing private key file
Save the generated key BN PtyGeEn Widkiow
Parameters 6

Type of key to generate:

@ RSA DSA ECDSA Ed25519 SSH-1(RSA)
Number 2 a3 generated key: 2048

iii. Add the SSH key to your login node / OSG Connect Portal

Go to OSG Connect

Sign in with the same credentials used when applying for an account

Select Profile from the menu on the top-right corner

When the page has loaded, select “Edit Profile”

Copy/paste the public key which is found in the .pub file into the "SSH

Public Key" text box. The expected key is a single line, with three fields

looking something like ssh-rsa ASSFFSAF... user@host. If you used the

first set of key-generating instructions it is the content of

~/.ssh/id_rsa.pub and for the second (using PuTTYgen), it is the content

from step 7 above.

6. Click “Update Profile

7. You have successfully added the key to your profile and it will
automatically be added to the login node within a couple of hours.

arowdPE

d. Logging In
i. After following the steps above to upload your key and it's been a few hours,
you should be able to log in to OSG Connect.


http://www.osgconnect.net/
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ii. Before connecting, you will need know what login nodes you have been
assigned.
1. Sign in to your Profile from the OSG Connect Website

a. OSG Connect

b. Sign in using your FIU credentials used when applying for your
account

c. The assigned login nodes are listed in the left side box, right
column. Make note of the address of your assigned login node as
you will use this to connect to OSG Connect.

Profile

User Information -

Name: |G Connect to your assigned login
Email: I @fiu edu ode(s) via ssh:

Phone: NG « login05.0sgconnect net

Institution: Florida International
University

Unix Username: IR

Joined: 2022-Mar-17

Last Active: || INEGTNG_

Edit Profile

d.

iii. Connectto OSG using Mac, Linux or newer versions of Windows
1. Open a Terminal and Type the following into the terminal
a. ssh <your_osg_connect_username>@<your_osg_login_node>

b. Example
= ‘@localhost:~

File Edit View Search Terminal H

[ (: Lhost ~ 55h (unibuser)@loging5. osgconnect. I'I':':"tl

i. It will ask for the passphrase for your ssh key (if you set
one) and then you should be logged in.
2. When successfully logged on, your screen should reassemble to some
degree

Last login: wed May 18 1 22 from ¢ .ad. fiu.edu

a. L,
iv. Older Versions of Windows — Using Putty in order to log in

1. Open PuTTY program


http://www.osgconnect.net/

> w
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Type the address of your assigned login node as the hostname (see
"Determine which login node to use" above).
In the left-hand menu, click the "+" next to "SSH" to expand the menu.
Click "Auth" in the "SSH" menu.
Click "Browse" and specify the private key file you saved in step 5
above.
Return to "Session".

a. Name your session

b. Save session for future use
Click "Open" to launch shell. Provide your ssh-key passphrase (created
at Step 4 in PuTTYgen) when prompted to do so.

?Pu"\‘ Configuration X ;PUTTY Configuration X
Category Category
~ISession Basic options for your PuTTY session = a Options controlling SSH authentication
Logging > Logging
Terminal Specity the destinetion you want to connect 1 Terminal [ Bypass authentication entirely (SSH-2 only)
Keyboard Host Nams (or IP siﬂdrass) Port Keyboard [~] Display pre-authentication banner (SSH-2 only)
Bel lusername@hostname |22 Bell
Features e ~ Features Authentication methods
incow ORaw O Teinat ORiogin @SSH O Serial Endow [ Atempt authentication using Pageant
Appearance Appearance
[[] Attempt TIS or CryptoCard auth (SSH-1)
Bahaviood Load, save or elets a stored session Beheviow
Transiation S 4 Transiation [] Atempt “keyboard-interactive” auth (SSH-2)
Selection B o, Selection
Co Colours Authenticaticn parameters
s " - | fi
Connection Defaul Setings e Connection ["] Aliow agent forwarding
Dats Data [] Allow attempted changes of usemame in SSH-2
P Proxy
T:l‘::{ e ‘ T:’::‘ Private key fie for authentication <
Riogin Riogin e ‘
TSsH . D sSH
Serial Kex
Cipher
Ciose window on ext | mJ.
QOAways (O Never (8 Only on clean exit ;:T
Tunnels v
About . Open Cancel About Open Cancel




